To whom it may concern

FEIG

Weilburg, March 28, 2025

Product Change Note ID LR(M)1002, ID LR(M)5400,
ID PRH200-BW, ID ANT1710/690-A & ID ANT1710/690-EA

FEIG ELECTRONIC GmbH is obliged to improve our RFID products permanently to be able to always

provide the best quality, performance, design, and availability.

Due to new Cyber Security regulations for radio devices, especially in Europe with the Radio Equipment

Directive 2014/53/EU and the Commission Delegated Regulation (EU) 2022/30, we are forced to adapt the

firmware of the Reader ID LR(M)1002, ID LR(M)5400, ID PRH200-BW, ID ANT1710/690-A and
ID ANT1710/690-EA accordingly soon.

To help our long-standing customers to easily identify the new reader and firmware version, the last digit of

the article number has been changed:

Article-No. Article Firmware Version | Last Shipment
4213.001.01 ID PRH200-BW VvV01.02.00 31.07.2025
3758.000.01 ID LR1002-E LR Reader Vv02.06.00 31.07.2025
3757.000.01 ID LRM1002-E HF LR Reader Module | V02.06.00 31.07.2025
6194.000.00 ID LR5400-A HF LR Reader Bundle V01.04 31.07.2025
6193.000.00 ID LRM5400-A HF LR Reader Module | Bundle V01.04 31.07.2025
5400.001.01 ID ANT1710/690-A Crystal Gate Wave | Bundle V01.04 31.07.2025
5319.001.01 ID ANT1710/690-EA Crystal Gate Bundle V01.04 31.07.2025
Excellence

FEIG will release a firmware release including all new Cyber Security functions. The transition plan to the
new firmware will be as follows:

Article-No. Article Firmware Version | First Shipment
4213.001.02 ID PRH200-BW Vv02.00.00 01.07.2025
3758.000.02 ID LR1002-E LR Reader VV03.00.00 01.07.2025
3757.000.02 ID LRM1002-E LR Reader Module Vv03.00.00 01.07.2025
6194.000.01 ID LR5400-A HF LR Reader Bundle V02.00 01.07.2025
6193.000.01 ID LRM5400-A HF LR Reader Module Bundle V02.00 01.07.2025
5400.001.02 ID ANT1710/690-A Crystal Gate Wave | Bundle V02.00 01.07.2025
5319.001.02 ID ANT1710/690-EA Crystal Gate Bundle V02.00 01.07.2025
Excellence

A first tested firmware release candidate versions and new versions of the associated FEIG tools are
available in April 2025




FEI

The new firmware version is compatible with the previous version including the same RFID interface,
communication interfaces, EMC behavior and hard- and firmware specifications except the following
changes and improvements:

e Access Control with User Management active for the network interface (Ethernet)

e Availability of TLS 1.2/1.3 Authentication/Encryption for the network interface (Ethernet)
e New Secure Firmware Update Mechanisms

e Stronger Resilience against Denial-of-Service (DoS) attacks

In future, a few points must be observed when commissioning the devices via network interface.

IMPORTANT NOTICE

e When using the network interface (Ethernet), it may be necessary to create at least one user to
enable various functions such as changing the configuration. The user and the password must be
set by the person who puts the device into operation on first use before it is logically connected to
a network or by an authorized entity within a network where access is limited to authorized
entities.

e When security and/or network assets (keys, certificates, Ethernet configuration parameters) are
transferred via network interface (Ethernet) TLS encryption must be used to secure the
communication.

e A firmware downgrade to older major release versions is not possible anymore.

e A firmware update of the reader 3758.000.01 ID LR1002-E and 3757.000.01 ID LRM1002-E to
firmware version 2.00.00 or higher is not possible.

The following rules exist when updating existing reader to the new firmware:
¢ An update with the new firmware of already delivered hardware is possible.

¢ A downgrade of the new firmware to an older firmware mayor release is not possible.

The necessary adjustments to the firmware and the initial start-up procedure were documented in the
relevant documents (Installation Manual, System Manual) of the reader and must be observed accordingly.
All new documents are available on the FEIG Download area: https://login.feig.de/en/login/

In combination with the new Cyber Security features within the firmware FEIG set up a new vulnerability
handling process with Common Vulnerabilities and Exposures (CVE) scanning and notification of Cyber
Security relevant firmware updates.

If you have any question regarding issue, please get in contact with your known correspondent, or with the
IDENTIFICATION Support Team via identification-support@feig.de.

Sincerely,

Wolfgang Meil3ner
Senior Product Manager

FEIG ELECTRONIC GmbH
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